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A Dynamic Adaptive Load Balancing Algorithm in Parallel IDS

TANG Yong-zheng,LIU Jie-fang, ZHOU Ning
(School of Information Engineering, Yancheng Institute of Technology, Yancheng Jiangsu 224051, China)

Abstract ; As the band of computer networks increases, the processing speed of network intrusion detection system hardly keeps
up with the speed of networks. By arranging several analysis engines to deal with the traffic in parallel, the intrusion detection
system’ s throughput can be significantly increased. There is an emerging need for parallel intrusion detection techniques that can
keep up with the increased network throughput. A novel algorithm of load balancing among parallel IDS ( Intrusion Detection Sys-
tem) was proposed to improve detection ability of parallel IDS. The algorithm was adopted to hash the network packet header in-
formation in packet, to map the corresponding packet to scope of the analysis engines’ number, and to adjust the scope according
to the performance and load of each sensor. Theoretic analysis and experimental results demonstrate that the algorithm can dis-
patch packets reasonably and utilize all the analysis engines’ sources effectively.

Keywords:; parallel IDS; load balancing; high availability; hash function
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