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Fig.1 Integral service flowchart of the
Network Marking System
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1 Acegi HEZRSHTAR

1.1 SAIERRR

B4, Acegi T8 AuthenticationManager ( TAIE
EHAR) X YT R B 5 RGP #HATRIE,
AuthenticationManager 171 3§ Z5 ¥£ — /> 8%, £ > Pro-
vider(WIERHEE ) , I B — i 1 5§1> Provider, B
B H—A Provider REfE DN IIE A 7 B9 & 4} o
Provider ZN % iE A 7 H 43 )5 , &R Bl — 14~ Au-
thentication (1EB ) , Authentication 41 $% Principal
(HF4), Credentials (@ % B %), Authorities
AP HAARRIR) . XHERTRT HHE
UERIZE IR,

TAAIE T BB A9 B9 1~ 4% 0 B2 1 /& : Authentication
#M Authentication Manager,,

(1) Authentication $£1

Authentication & ff P &4 {g S 8925, Hp
1 : P4 BEBMZE P EEAUR L X T
7 ¥ : getPrincipal () | getCredential ( ) I getAu-
thorities( ) , WM& 2 Fran,

KLInterface>

Authentication
L

setAuthenticated (isAuthenticated :boolean):void
isAuthentication ():hoolean
getAuthorities ():GrantedAuthoritypy [J
getCredentials ():0bject
getDetails ():0bject
getPrincipal () :0bject

B 2 Authentication [
Fig.2 Authentication interface

(2) AuthenticationManager # []

AuthenticationManager 3 [ 5 X T & iE Au-
thentication YRS MER I8, KL EIE R
EEER-TREOHFEX MNP FBESEE
%o HIEEHEIE AR DacAuthentica-
tionProvider, X% OHAT/F R Bl WLERRE—1
Authentication, Tl A J& i — >0 RE R FZ /R IE
MIha &, A 3 Fr/n. AuthenticationManager
BERS UL B AL LA F P Principal FIAUBRFIR1E B o
Authenticat ion Manager 32 [{{ & authenticate 73k,

Acegi 357 Authentication Manager 2t T Pro-
vider Manager SE B, ', Provider Manager {X &
¥T Authentication Provider (JAJE3R L) 3£ M4
%% . Authentication Manager F] T & 3 Authentica-

<<Interface>>
AuthenticationManager

Authenticate(authentication: Authentication):Authentication

A
< realizer

AbstractAuthenticationManager

Authenticate(authentication: Authentication)-.Authentication
doAuthenticate(authentication: Authentication): Authentication

i

ProviderManager

setProvider(newList List) void

getProviders():List

atterProperties Sef)void

Do Authentication( authentication: Authentication y:Authentication
checkItValidLis(list To CheckList):void

B 3 AuthenticationManager 3 & HF 3
Fig.3 AuthenticationManager
interface and its subclass

tion Provider, EMIEREMREEBELEZ AN A
[ AIERR £ (JAAS JAIE \DAO L & LDAP) 3k
S PR P AT IATIE o AT SRS 1RV A IE SR
HEWNE %, HEIAIEE .

1.2 1BRURRE

RAE R BT MES SRR |, Y
Acegi $:158 Authentication /5, R E T HIFH
S . BEAFERPRIEZAF FEIRE, Acegi
218 AccessDecisionManager( i [o] gt B FH2F )
R E F Y Authentication J& 75 4 18 24 A R
FRVI RSB RZ AR RIR, A N R P, B
WYL AR R S, LA B R M B M, 84
DIREA#Z 003 0 J2 : AccessDecissionManager,

BAUT R A R LB T2 AccessDecission-
Manager , i 153 & R 32X EER P B I
SRR EB TR EEBRISF LT X ZAAP TR Z
FRUIME), i 4 Fiw .

Acegi ZRZR P, (EAHR FEHKBEH Access-
DecisionManager 145 3 /M E{ASC I : Ammative-
Based . ConsensusBased 1 UnanimousBased, 1]
HIFE FE g 2, AfimativeBased X HEH — 1 #
2R AR B BT 5@ 4 ; ConsensusBased 5 Bk £ ¥
FEUBE R RN BT 38 151 W UnanimousBased 28585 E ff
A B B RS T
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<<Interface>>
AccessDecisionManager

Supports(attribute: ContigAttributg:boolean
Supports(clazz:Class).boolean

Decide(authentication Authentication objectcontig: ConfigAttnbuteDefinition

AbstractAccessDecisionManager

i

f

UnanimousBased

AmrmativeBased

ConsensusBased
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Fig.4 AccessDecissionManager interface and its subclass

1.3 Web fR% 0 Acegi HEZHYLIR

XE L Web iR 45+ HTTPForm TAGER 5,
B9 Acegi INEAEEAUREE :

(1) B @ HttpSessionContéxtIntegration—
Filter %44 44, ContextHolder B N &, UHR ses-
sion 2 B {77t Context, M| B 3ZE 4] 18 4k 5] Cont-
extHolder &3, 5 M 8) & — 4519 Context, J B} url
>k/j_secuirty_check,

(D)FHEAHPBFELG, Acegi M\ Authentica-
tionProcessingFilter F 188 F P & FE5 8 (A
Principal 1 Credential ) #X J5 1% F] Authentication-
Manager BETIAIE. FAIEE , iR B A Princi-
pal £ 4015 B &) Authentication X} %, I, A} Cont-
extHolder & Authentication Xf 42 & #§ 4 Principal
HITELI{E B, ; B AIE R K, W% B “ authentication-
FailureUrl” , F§ /' M\ AuthenticationProcessingFilter
PEIAPHERERS HARENT

< bean id =" authenticationProcessingFilter "
class = " net. sf. acegisecurity. ui. webapp. Authenti-
cationProcessingFilter" >

< property name =" authenticationManager >
< ref local =" authenticationManager"/ > </prop-
erty >

< propertyname = " authenticationFailureUrl" >
< value > /login. jsp </value > </property >

< property name = " defaultTargetUrl" > < val-
ue >/ </value > </property >

< property name =" filterProcessesUrl" > <

value > /j_security_check < /value > </property >

< /bean >
(3) AP BRI G , kSTl 584k
(4) &4 £ #,#% ( FilterInvocationInterceptor )
W% R e E R R BREE RN BE R
R 2% BT 2 (FilterInvocation 318 ), KRG,
SAER B 34 ( ObjectDefinitionSource ) #7145 H} 48 56
2 4 Hit B 2% ConfigAttributeDefinition :
< bean id = " filterInvocationInterceptor"
class = " net. sf. acegisecurity. intercept. web.
FilterSecuirtyInterceptor" >
< property name = " authenticationManager" >
<ref local =" authenticationManager"/ > </prop-
erty >
< property name = " accessDecisionManager" >
< ref local = " accessDecisionManager"/ > </
property >
< propertyname = " objectDefintionSource” >
< value > CONVERT_URL_TO_LOW ERCASE
_BEFLRE_CONPARISON
/signup. html * ROLE_ANONYM OUS, admin,
tomcat
/passwordhint. himl * = ROLE _ ANONYM
OUS, admin, tomecat/ * */ %, html * = admin. tom-
cat
/clickstreams. jsp * admin </value > </prop-
erty > </bean >
(5)YHE, LS ContextHolder
] Authentication X5 , {1'E f&5% 45 Authentication-
Manager 3 17 5 4 A, 3F & [ {8 B 7 Cont-
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extHolder [ Authentication %42 :

(6) ¥ Authentication X} . ConfigAttributeDe-
ifnition X 53 FlIZ 48 PN 2 3L 245 AccessDecision-
Manager , #; 2¢ Principal FJ#EAERAL;

(7) G R BAUR ZE 8 N, AT & P 3w K
RIBHHE , B ITEL

2 BoA -NMS %&igitERM

TEARGE R 48 B3 5 12 R AR R B A 1 R e
WHE T ELRFRRNELNE, Fin, £MN
&% RIS EETES B R AL WA
B FBBUTR B T B R S s B RGHE
SRPNRBEREEE. M TFXEMEEZLERE,
A LURELE R 2R . b, S UER
BRI R PIEE EE NP RE.

3 AP UGEREAR TR FE RS 2%
ME P MR e 4 B SRR B R AR
B FIR &5 25 3w R B E AT UAE, ATTINR T R
REFWP. HXFH, NMET &K 557,
XERAMBRT T RE KRS 28 Im BB R
EMt 2] JNDI (JAVA Naming and Directory Inter-
face, JAVA fy Z F1 H 3R 1) , % F ol if JNDI
REBEFERN G B, EE#TRS B mm
5,

WME S frs, B 5%, MARFE P RKERP
WIIEfE 8, 3@ i Spring AAEBINER B, &
P RS2 R NG , &8 B IR R
K, H KL Acegi ZLEHAR. BLEESE
T SRARFETE SecurityContextHolder H3 , A iIF 45 T8 £§
BTN, & VEE T, W B — R0
FPNELSENE2SESE, R EIAMEE £
MR EZLSERRNEZLARRRERIE
B+ 1E SecurityContextHolder 5 ; 25 1A iF R
o, MERA P ERHHITHEINIE. ZJ5, Acegi
HEZEf# A SecurityContextHolder %44 1& 4R iR
ZEAEHRREENSERR YR BRI
SERAP B, AR E RSN RI R
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Fig.5 Access flowchart of the Network
Marking System
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BEREA. BRAPACEASEENAPERR
T IXREBRIE N T AR 80 RS R 2, IR
TEREE S EBE R,

3 NESEMHHRILIL

3.1 ERIRAERTI

F P HAUESR AR P SR AR AIE (5 B %2
LIRS A , SEPUMR S5 SR I IAGIE . XBE, B P i
TERM—FE B REMERNILE, HTER
A Spring 442 7 5 AR5 25 5 ST KB

AuthLoginModule Bt TR A mE R, T E
TERRWERFmMAEER, FETEESTE
IR F A m I E 2R, RS 2hn i % 2 B
JB SessionTokenManager 2K SCH L BE , Z R E
BEERARBEMREZESTESM, ULE 468
F{fif . AuthLoginModule 333 JNDI 3% 3R 45 2%
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S IERRAIE # 1 R SE R P AR T 4
4518, SRJ57E AuthLoginModule f) Commit( ) J5 i
BV P EmELE BT

// VA R AR 45 28 v B VI AR FE AT GIE

public boolean login( ) throws javax. security.
auth. login. LoginException {

Hashtable env = new Hashtable( ) ;env. putAll
(options) ;

try { InitialContext context = new InitialContext
(env);

If ( options. get ( " authenticatorJNDI")! =
null) |

authenticatorJNDI = ( String ) options. get( " au-
thenticatorJNDI" ) ; |

authenticator = ( RemoteAuthenticator) context.
lookup ( authenticatorJNDI)

token = authenticator. authenticate ( principal ,
credential ) ;

return true; | return false; |
3.2 NEEEHFHIH

DaoAuthenticationProvider 285C B & {3 1A IE 4
M, R4S AR EEIF R B 2 2E S M. B
FE J7 5 authenticator( ) I2HHAIER BARERAERY
P, B 2% domainApplication Xt 5 405 FH3%
BHAER .

try { LoginContext lc = new LoginContext ( Do-
mainApplication. getDomainApplication () ,new Au-
thCallbackHandler ( authCallback )); lc. login (
)3

Subject subject = lc. getSubject ( ) ;

AuthUserlnfo authUserlnfo = manager. getAu-
thUserInfo (username) ;

//ERSEERRAUE - HSE, B
HXHFEEMARS

SessionToken token = SessionTokenManager.
createSessionToken (subject,

userlnfo , domainApplication , authCallback ) ;

return token; |
3.3 iR RKFEHFALH

PermissionRoleDBAdapter 25 2L — MR T
£8 {5/ PermissionAdapter 2%, 7EH initialize( )75
B, NEERE S BT R A A AR R OF HA
% A Hashtable 2§25+,

£ getPermissions () J7 ¥ AR M 46

REAURIF R BB MM RGBT LLE
1318 F ProtectedDomain 5] getPrincipals( ) 7 #:
183}, PermissionRoleDBAdapter 2 ) £ % 5 ¥
authenticate ( ) SEBUX I P 45/ 04 MR FEHF
TR LB AR

/X HE LT RORHLE, FEA R REE

public void decide ( Authentication authentica-
tion, Object object, ConfigAttributeDefinition con-
fig) throws AccessDeniedException {

/X BRI BT RERBES

Iterator iter = this. getDecisionVoters ( ). iter-
ator( ) ;

/RRAEREAN B ESHTRE, IR E
HRHFTHER

while (iter. hasNext( )) |

AccessDecisionVoter voter = ( AccessDecision-
Voter) iter. next ( );

int result = voter. vote ( authentication, ob-
ject, config) ;

/X RITRR G KBTI, an R B B H
— 5, BHBEAGEN , IR R FEAERE R,
ARG R

switch (result) |

case AccessDecisionVoter. ACCESS _ DE-
NIED://3X B¢ R X BR#FTHEL

deny + + ;break;default: break;}//MNRH K
R, R, A RAUNET

if (deny > 0) |

throw newAccessDeniedException { messages.
getMessage (

" AbstractAccessDecisionManager. accessDe-
nied" ," Access is denied" ) ) ;}

VBN FENRHITHE,EEREEEFEN
RHkERL

checkAllowIfAllAbstainDecisions ( ) ;|
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Fig.6 General user access diagram
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Design and Realization of Network Marking
System Based on Acegi Framework

LIU Zhen-hai, TANG Yong-zheng
( Yancheng Institute of Technology, the Modern Educational and Technological Center, Yancheng Jiangsu 224051, China)

Abstract : Aiming at the existing network marking system safety deficiencies, the authentication and authorization mechanism of
Network Marking System based on the security Acegi framework( BoA — NMS) was introduced. By constructing bidirectional au-
thentication mechanism, Security Interceptor and designed role — based access control authorization mechanism of Acegi, the se-
curity and confidentiality of the Network Marking System was improved. It possessed a certain practical value.
Keywords : Acegi; Network Marking; authentication; authorization
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