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An Encoding Method to Solve the SQL Injecting Problem Thoroughly

FU Xixu, GONG Xizhang
(Shanghai Ocean University , Shanghai 201306, China)

Abstract ; The essence of SQL injection attack is inserting executable codes in character fields .

Encoding the characters into hexa —

decimal ASCII codes can prohibit the insertion of executable codes so as to prevent SQL injection thoroughly . On the other hand ,

all properties of stings are remained in this encoding method . Encoded string can be used as foreign keys as well as used in com —

paring and ordering.

Keywords : information security ; SQL injection ; ASCII encoding ; hexadecimal number system
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