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Fig.3 Lightweight server side anti — injection encoding
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A Lightweight Server Side Method to Prevent SQL Injection

FU Xixu, GONG Xizhang
(Institute of Modern Information and Educational Technology, Shanghai Ocean University, Shanghai 201306, China)

Abstract : SQL injection attack is a common attack against database — based websites and information systems. Through illegal in-
put, attackers can bypass authentication, illegally acquire content and even tamper with system data. In general, client — side
validation can be attacked by attackers by directly submitting illegal data by skipping the input interface, while server-side valida-
tion can seriously consume server resources. In order to overcome the above defects, a lightweight server-side validation method is
proposed by analyzing the injected statements. The method of text mining is used to get the least common strings and replace a
few characters in the input to prevent SQL injection attacks, while minimizing the resources that servers use to validate input le-
gitimacy.

Keywords : SQL injection; least frequent siring; information security; text mining
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