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for {seti0! { $i< 8N} |incri} |

#H5L N A~ TCP BB EIM N N EEY
HAHE

set ntcpagent( $i) [new Agent/TCP]

$ ns attach — agent $ nodetcp( $i) $ ntepa-
gent( $1)
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set nteptraffic( $i) [ new Application/Traffic/
Pareto ]

$ nteptraffic( $1) set packetSize_ 210

$ nteptraffic( $1i) set burst_time_ 50 ms

$ nteptraffic( $i) set idle_time_ 50 ms

$ nteptraffic( $i) set rate_ 10k

$ nteptraffic( $i) set shape_ 1.3
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$ nteptraffic( $i) attach — agent $ ntcpagent
($1)
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set ntcpsink( $i) [ new Agent/TCPSink ]

$ ns attach — agent $ nodereceive $ ntcpsink
(81)

$ns connect $ntcpagent ( $i) ntepsink

( $i);#8r TCP jE#;
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for {setjO} |{ $j< $M| |incrj} |

set nudpagent( $j) [ new Agent/UDP] ;#& 1y
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$ ns attach — agent $ nodeudp( $j) $ nudpa-
gent( $j)
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set nudptraffic( $j) [ new Application/Traffic/
Pareto |

#EREN SR

$ nudptraffic ( $j) attach - agent $ nudpa-
gent( $)

#3237 UDP 3B IF 5 #0W & nodere-
ceive FHE

set nudpsink( $j) [ new Agent/LossMonitor ]

$ ns attach — agent $ nodereceive $ nudpsink
($5)

$ns connect $ nudpagent ( $j) nudpsink
( $j);#8r UDP 4%
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set cbrddostraffic [ new Application/Traffic/
CBR]

$ cbrddostraffic set packetSize_ 200

$ cbrddostraffic set rate_ 500kb; #{{3% DDoS

Fi8 K 500 kb/s,
# cbrddostraffic set random_ 1
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Table 1 The Hurst estimates of normal traffic
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The Simulation of DDoS Traffic Based on NS2

ZHOU Gang, MENG Hai-tao
(School of Information Engineering, Yancheng Institute of Technology, Jiangsu Yancheng 224051, China)

Abstract ; According to the formation mechanism of network self ~ similarity and characteristic of DDoS attack traffic, a new NS2

- based DDoS traffic simulation method synthesizing TCP Protocol and UDP Protocol is presented. The experimental results show

the the background traffic flow obtained by this method maintains the self — similarty characteristic of real traffic,so the simulated

flow can be applied to the research on DDoS traffic characteristic.
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