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Fig.1 Image verification code design flow

based on common knowledge
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An Image Verification Code Design Method

Based on Common Knowledge

HE Chunhui
(Engineering Training Center, Xiangtan University, Xiangtan Hunan 411105, China)

Abstract:In order to prevent the malicious attack of illegal users on the online system, a simple and efficient design method of
image verification code based on common sense is proposed. The common sense library is built by common sense of different diffi-
culty levels, and the quality of the picture verification code generated by the design is high. The user infers the answer according
to the common sense problem of the picture verification code, and authenticates the answer as a key instead of directly inputting
the character above the picture verification code. It can effectively prevent illegal users from attacking the system and make up for
the shortcomings of many current authentication methods. At the same time, it also takes into account the usability and security
criteria of authentication code design. It is suitable for the authentication of ordinary online systems.
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